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® Approaches to Message Authentication
® Secure Hash Functions and HMAC

® Public-Key Cryptography Principles
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Digital Signatures

Key Management



AES Origins

clear a replacement for DES was needed
have theoretical attacks that can break it
have demonstrated exhaustive key search attacks

can use Triple-DES - but slow, has small blocks
US NIST issued call for ciphers in 1997

15 candidates accepted in Jun 98

5 were shortlisted in Aug-99

Rijndael was selected as the AES in Oct-2000
Issued as FIPS PUB 197 standard in Nov-2001
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Viix Colurnns Exarnole

87 | F2 | 4D | 97 47 | 40 | A3 4C

6E | 4C | 90 | EC s 37 | D4 | 7O | 9F

46 | E7 | 4A | C3 94 | E4 | 3A | 42

A_ﬁ s I.'I_E 95 E A5 E _ BC
(102} = {87}) @ ({03} » {6E }} & {46} & {A6} = {47}
167} & ({02} » {6E }} & ({03} » {46}) & {AO} = {37}

187} @ {6E }

(103} = {87}) & {6E }

E ({02} » {46}) & ({03} » { A6}) = {94}

& {40}

& ({02} = { A6}) = {ED}



AES Arlitnrnetic

)

IE \ritrirnetic in tne firite

2
P
2
ps
D

(
(

ld) GE(29)

witr) irrecduciols volyriorrizl
m(x) = x9 + x* + 2 + x + 1

wricrn 1s (100011011) or {11}

2.0.

{02} 487} mod {110} = (1 0900 1110) mod {119}
= ("1 0000 ‘'I'1Q) xor (1 QOO0 10°1'1) = (0001 O10°1)



(2
CL p'i
@ )

l—‘
\ @D
© 23
S 28
& @
()]

(12
o @
— AL
= 2
. @ )
2 Q
— e

()]

) S b
‘k 7
= I
=l (k)
< D
R -
™ AL
02 (=
G) @)

o
- (),
p h)
=
b

=
@
(
S
(>
@
€L
-
oY
- @
k -
24
o
e
(>
L
@
=
G
s
o
-

gaicr) colurrin a 4-=terrn polynornizl

with cogfficiariis ]rJ G (29?)

and golyriornials rnuliiplied rmocdulo (C¢-+1)

1 Alres il m o [ f‘-" 3

lariis pasacd on linear cocs wiir)
rel cistarnces ogiwassr cocdsywords




Acdcd Rournc Key
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AES Key Expansiorn
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Key Expansion Railonale
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Key Words Anxiliary Function
wl = 0f 15 71 c8 RotWord(w3)= 7f &7 %8 af = =xl
wl = 47 d9 eB 53 SubWord(xl)= d2 85 46 7% = ¥yl
w2 = 0c b7 ad Rocon{l)= 01 00 00 OO
wil = af 7f 67 9B ¥l ® Rconjl)= d3 HS 46 79 = =zl
wé = wl & z1 = dc 90 37 b0 RBotWord(w7)= Bl 15 a7 3B = x2
wh = wd & wl = 9b 45 df =9 SubWord(=x4)= 0c 59 5c 07 = w2
wh = wh & w2 = 97 fe 72 3f Rocon(2)= 02 00 00 OO0
wl = w6 @ wl = 3B 81 15 a7 ¥2 & Rcon(2)= 0e 59 5¢c 07 = =2
wH = wd @ z2 = d2 c% 6b b7 BotWord(wll)= £ff d3 cé e&t = =3
wl = wB & wh = 49 80 b4 5e SubWord(x2)= 16 &6 be 8e = y3
wll = w3 & w6 = de Te ch 61 Bocon{3d)= 04 00 00 OO0
wll = wl0 & w7 = e6 £f d3 cé ¥3 & Rcon(3)= 12 66 b4 Be = z3
wl2 = wB &= 23 = cl af df 39 BEotWord(wls)= ae 7e cl bl = x4
wll = wl2 & w9 = 89 2f &b 67 SubWord(x3)= e4 £3 ba cB = vyi
wld = wld & wld = 57 51 ad 06 Rocon(4)= 08 00 00 OO0
wls = wld & wll = bl ae Te cl ¥4 ® Rcon(4)= ec f3 ba c8 = 4
wlt = wl2 & zd4 = 2c 5c 65 fl RotWord(wl9)= Bc dd 50 43 = =5
wl7? = wle & wl3 = ak 73 0e 96 SubWord(=x4)= 64 cl1 53 la = ¥5
wlB = wl7 & wld = £2 22 al 30 Rocon(&5)= 10 00 00 00
wl® = wld @& wl5 = 43 Bc dd 50 ¥5 @ Rocon(5)= 74 ¢l 53 la = z5
w2l = wlé & z5 = 58 9d 36 eb RotwWord(w23)= 40 46 bd d4c = =6
w2zl = w20 @& wl7 = £fd ee 38 7d SubWord(=x5)= 0% Sa Ta 2% = ¥6
w22 = w2l & wlB = 0f cc 9b ad Recon{&)= 20 00 00 OO0
w23 = w22 & wl9 = 4c 40 46 bd y6 © Rcon(6)= 29 5a 7a 29 = z&
wid = w20 @& z6 = T1 c7 4c c2 RotWord(w27)= ab a% ef cf = =7
w25 = w24 & w2l = 8c 25 74 bf SubWord(=x&)= 06 d3 df 8a = ¥7
wib = w25 & w22 = 83 e5 af 52 Recon{7)= 40 00 00 00
w27 = w26 & w23 = cf a5 a9 ef ¥7 @ Roon(7)= 46 d3 df Ba = =7
w2B = w24 & =z7 = 317 14 93 45 RBotWord(w3il)= 7d al 4a £7 = =B
w29 = w28 & w25 = bb 3d e? £7 SubWord(=x7)= ££f 32 d6 &B = B
wil = w29 & w26 = 3B 4B 08 as Rcon{B)= B0 OO0 00 OO0
wll = w30 & w27 = £7 7d al 4a ¥8 ® Rcon(B)= 7f 32 dé 68 = z8
wi2 = w28 & =z8 = 48 26 45 20 RotWord(w3i&)= be 0b 38 3c = x5
wil = w32 & w29 = £3 1b a2 d7 SubWord(x8)= ae Zb 07 eb = ¥5%
wild = w331 & wi0 = cb =3 aa 72 Rocon(9)= 1B 00 00 0O
w35 = w34 & w32 = 3c be Ob 38 ¥3 & Rcon(%)= b5 2b 07 eb = =9
wib = w32 & =z9 = £d 0d 42 cb RotWord(w39)= 6b 41 56 £% = =xl0
wiT = w3s & wi3 = e 16 al lc SubWord(=x9%)= 7f &3 bl 9% = ¥y10
wilB = w37 & wl4 = c5 45 4a Ge Rocon(l0)= 36 00 0C 00
w3l = w33 & w35 = f9 b 41 56 yl0 & Rcon(l0)= 49 83 bl %% = z10
wil = w36 & z10 = bd Be £3 52
wil = wil & wiT7 = ba 98 13 de
wi2 = wil & wiB = 7f 4d 59 20
wil = wid & wil% = 86 26 18 Ta
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