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O Internet offers agent many identities
O user, ip, mac, tcp port, ... Whatis “A”, “ID_A"?
o0 Many types of attackers (or channels)
O over the air, authentic channels, connection channels
o safer routes
o0 Many types of DoS attacks
o flodding, bombing, starving, disrupting
o Many types of properties
O besides authentication and secrecy

0 “Incomplete protocols” (need to add extra messages to prove
authentication goals)

0 key control, perferct forward secrecy, ...

o layered properties
o if attacker ... then ..., if attacker ... then ...
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TCP segment

IP datagramm

.14 bytes 20 bytes 20 bytes

Ethernet frame
64 - 1500 bytes
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IGMP

BGP = Border Gateway Protocol
DIAMETER = (2 x RADIUS) = New AAA Protoc
FTP = File Transfer Protocol
HTTP = Hypertext Transfer Protocol
Internet Control Message Protocol
Internet Group Management Protocol
IP = Internet Protocol
MIME = Multi-Purpose Internet Mail Extension

ICMP

OSPF = Open Shortest Path First

RSVP = Resource ReSerVation Protocol

SMTP = Simple Mail Transfer Protocol

SNMP = Simple Network Management Protocol
CP = Transmission Control Protocol
CP = Transmission Control Protocol

UDP = User Datagram Protocol










AAA Definitions

Message authentication

A party is corroborated as the source of specified data created at
some (typically unspecified) time in the past, and data integrity,
but no uniqueness or timeliness guarantees.

Methods for providing data origin authentication include:

0 1. message authentication codes (MACs)
o 2. digital signature schemes
0 3. appending (prior to encryption) a secret authenticator value to

encrypted text.
A difference btw. entity and msg authentication:

O message authentication provides no time-liness guarantee

o entity authentication implies actual communications with verifier
during execution of the protocol





















 KeyEstablishment

authentication depends on context of usage

identity of a party, and aliveness at a given

' hentication i
entity authenticatio instant

data origin (=msq)

: : ” pin _
authentication identity of the source of data (+integrity)

identity of party which may possibly share a

(implicit) key authentication .

evidence that a key is possessed by some

key confirmation
party

evidence an identified party possesses a

explicit key authentication given key













Key Agreement -Classification

1. Nature of the authentication:
a. entity authentication,
b. key authentication, and
c. key confirmation.

2. Reciprocity of authentication. If provided, entity
authentication, key authentication, and key confirmation
may be unilateral or mutual

3. Key freshness. A key is fresh (from the viewpoint of one
party) if it can be guaranteed to be new, as opposed to
possibly an old key being reused through actions of
either an intruder or authorized party. This is related to
key control
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http://www.wsj.com

Flooding attacks: Spoofed messages cause target to
perform expensive cryptographic operations:

Attacker gets the nodes to perform PK operations. It may
spoof a large number of “signed messages” with random
numbers instead of signatures

o Target will verify the signatures before rejecting the messages.

0 Symmetric encryption, hash functions and non-cryptographic
computation are rarely the performance bottleneck (unless the
| cryptographic library is optimized only for bulk data)
o If a node creates a state during protocol execution, the
attacker may start an excessive number of protocol runs
and never finish them

0 The stronger the authentication, the easier it may be for
an attacker to use the protocol features to exhaust
target’s resources.













o None (no authentication)
0 SASL Anonymous [RFC2245]
o0 Authentication based on source IP address
o Diffie-Hellman
o Weak (vulnerable against eavesdroppers)
o FTP USER/PASS
o POP3 USER/PASS
o0 Limited (vulnerable against active attacks)
0 One-time Passwords
o HTTP Digest Authentication
o IMAP/POP Challenge/Response
o Strong (protection against active attacks)
0 Kerberos
0 SRP Telnet Authentication
0 Public Key Authentication































Is there no MiM Attack?

Is there no deadlock?

Such design errors would be very expensive:
Replace firmware in many towers
and in millions of Cellular Phones
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Shared-cost RTD (FET Open) Project IST-2001-39252



http://www.avispa-project.org






















1. Build a open architecture supporting

a) design of security protocols using a comfortable notation
and web-based user-friendly interface

b) seamless integration and systematic assessment of new
automated techniques for the validation of security
protocols.

2. Build and make publicly available a library of formalized
IETF protocols and associated security problems.

3. Develop and tune three promising and complementary
state-of-the-art technologies for automatic formal
analysis:

a) On-the-fly Model-Checking
b) Constraint Theorem-Proving







On-the-fly Model-Checking

0 Context: On-the-fly model checking supports the
incremental exploration of very large or infinite state
systems. Lazy evaluation in languages like Haskell
provides a powerful platform for building flexible, efficient
search engines.

o0 Approach: Lazy evaluation is combined with symbolic
(unification-based) methods to build on demand, and
explore, the protocol search space.

0 Advantages:

o Declarative specification of infinite data structures, reduction
methods, and heuristics.

o0 Modular design, easy integration of
heuristics/improvements.
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ISOC (Internet Society)

political, social, technical aspects of the Internet
http://www.isoc.org/

IAB (Internet Architecture Board)
oversight of Internet architecture and standards process;

liaisons with e.g. ITU-T, ISO
http://www.iab.org/iab/

IRTF
(Internet Research

Task Force)
pre-standards R&D

http://www.irtf.org/



http://www.isoc.org/
http://www.iab.org/iab/
http://www.ietf.org/
http://www.irtf.org/



http://www.ietf.org.
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Internet Assigned Numbers Authority
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Kerberos

An authentication system for
distributed systems
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Nonce based Protocol




Kerberos in three Acts
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Session | icotime | Time
Key k(a,s) Stamp
Service Request for
Service S
Network
Address User@Realm




Comparison Kerberos
V4/V5 (1/3)

Limitations with V4

Improvements with V5

Weak Timestamp
mechanism

Nonce-based replay protection with
KRB_PRIV and KRB_SAFE. Replay
protection for the client in the AS and
TGS msgs.

No authentication
forwarding

Right delegation via forwardable and
proxiable tickets

Reuse of “session keys”
possible

No reuse possible, real session keys
for KRB_PRIV and KRB_SAFE
messages with sub-keys in AP_REQ

Flawed DES in cipher-block
chaining mode

Standard DES in CBC mode

The AS and TGS response msgs are not double-encrypted in Krb V5 => U2U Auth.




Comparison Kerberos

Limitations with V4

Improvements with V5

Limitations with principal
naming

Less restrictions with a multi-component
principal naming

Available for IP only

Multi-protocol support introduced

Cross-realm authentication
requires n*(n-1)/2 keys
between communicating realms

Hierarchy of realms introduced.

Only DES encryption algorithm
available (export restrictions)

Generic interface supports several
algorithms, still limitations exist

Problems with the Kerberos V4
pseudo-random number
generator used for the session
key generation (2756 ->
27N20)

Problems fixed in Kerberos V5




tomparlson Kerberos
V4/Vs (3/3)

Limitations with V4

Improvements with V5

Sender encodes messages
in his native format.

Messages are described and encoded
with the ASN.1 syntax.

No batch processing
support for tickets
available.

Batch processing available with the
help of postdated tickets.

Limited ticket
lifetime(~21h)

Time format based on NTP -> very
long lifetime

Weak message
digest/checksum routines
(CRC-32)

Several message digest routines
available

No support for handheld
authenticators (One-time
o] Linltationspgnggwords)

Support added via the pre-
authentication data field

o Improvements with V5
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o Initial Ticket

0 Indicates that this ticket is the result of a initial authentication.

o0 Used for ticket issued by the KDC and not by the TGS.

0 Required by some programs (e.g. password changing programs)

o0 Gives the assurance that the user has typed in his password recently.
o0 Invalid Ticket

o Validated by the KDC in a TGS request.

o Often used with postdated tickets
0 Postdated Ticket
0 Purpose: Request a ticket for later use |.e. batch jobs
o Invalid until the start ticket has been reached
o0 Ticket must be sent to the KDC to convert it to a valid one.










3. AA-Mobile-Node-Request 8. Registration Request
4. Home-Agent-MobilelP-Request 9. Registration Reply

7'. Now there are SA: (8. +9. Auth. with extensions:
MN-FA, MN-HA, FA-HA MN-FA-, MN-HA- FA-HA-Auth)







IP Spoofing | Eavesdropping
Session hijacking | Message modification

Man-in-the-middle




N g 4

Insecured messages







Tunnel Mode

o Tunnel mode has an
“outer IP header” and
“inner IP header”

o0 AH protects part of
the outer header as well

o Authentication is between remote host
and firewall (or Security Gateway), or
between two firewalls

User has access to entire internal

Internet

Psec Tunne

wv v




Transport Mode

no additional header to the IP packet.

Authentication Header (AH) offers no
confidentiality protection but protects
parts of the IP header.

Encapsulating Security Payload (ESP)
provides confidentiality protection.

Transport mode must be host to host

0 adequate for upper layer protocols

o Gateways cannot handle
fragmentation or multiple routes

Hosts share a secret key









http://www.ietf.org/html.charters/kink-charter.html)
http://homebase.htt-consult.com/HIP.html;
http://homebase.htt-consult.com/draft-moskowitz-hip-05.txt)







A,

choose g,p
generate
random numbers:
Xi =

DOS:
eExponentiation: computationally expensive
eB: Memory allocation
eA: IP spoofing to prevent traceability.




A

S choose C
B

X=g”* mod p

Return routability proof:
A has to have seen Cg to send the next msg
If A spoofs Addi it has to sit on path Addi --B
Close to Addi : not many active addresses
Closeto B




A

choose C, g
B

X=g* mod p

Problem remains:
Unauthenticated key-exchange:
man-in-the-middle




A

choose C, Gt
B

X=g*'mod p




ISAp, ISAg are ISAKMP SA Data, used by IKE to negotiate:
encryption algorithm
hash algorithm
authentication method

The negotiated parameters pertain only to the ISAKMP SA

and not to any SA that ISAKMP may be negotiating
on behalf of other services.
















IKEv2 — What’s new? (2/2)

0 Legacy authentication and IPSRA results have been
added to the core document.
This allows OTP and other password based
authentication mechanisms to be used

o To support legacy authentication a two-step
authentication procedure is used.

o Traffic Selector negotiation improved
o IPComp still supported

o0 Configuration exchange included which allows clients to
learn configuration parameters similar to those provided
by DHCP.

o EC-groups supported


















Random number







o WEP (Wired Equivalent Privacy)

o Goal was: protection equivalent to the protection granted by wired LAN
Secret key is shared between AP and all stations (40 or 104 Bit)
Authentication based on Chall/Resp, but not mandatory
No key distribution mechanisms

WEP was developed behind closed doors
0 as opposed to widespread practice today

O Link layer security
o WEP key consists of Initialisation Vector (IV) concatenated with shared key
o IV is 24 Bit long, no rules about usage
o0 Encryption is based on RC4 (a stream cipher)
0 Generates an "endless" key stream
0 Key stream is bit-wise XORed with plaintext
o0 General Rule: never use key stream twice, but: 24 Bit revolves quickly




(Nonce)

Response (Nonce RC4 encrypted

Decrypted nonce OK?










If m1 and m2 are both encrypted with K,

>C1eC2=mMm1TEeK®mM2®K
=m1 ® m2

= intruder knows @ of two plaintexts!

Pattern recognition methods:
know m1 @ m2 = recover m1, mZ2.

K = rc4(iv,k).
k changes rarely and shared by all users

Same iv = same K = collision
Iv cleartext = intruder can tell when collision happens.

There are 2*24, (16 million) possible values of iv.
50% chance of collision after only 4823 packets!




Decryption Dictionaries

0 pings, mail = intruder knows one pair ciphertext and the
plaintext for some iv.

o C=Me®K= he knows K=Ma&C.
Note that he does not learn the value of the shared secret k.

0 He stores (iv, K) in a table (dictionary).
o This table is 1500 * 2724 bytes = 24 GB

0 The next time he sees a packet with iv in the table, he can
just look up the K and calculate m=c @ kK

O size of the table depends only on the number of different iv
you see.

o It doesn't matter if you're using 40-bit keys or 104-bit keys
o If the cards reset iv to O, the dictionary will be small!






o Assume IV and C are known to intruder .

O Intruder wants the
receiver to accept fake message
F=mod
for some chosen d

($% in a funds transfer)
oD:=(d]|c(d)),then(C®D)=K & (M® D)
o C':= C @& D transmit (iv,C') to the receiver.

O Receiver checks:

COK=COD®K =M®dD =<F, c(F)>

o OKI

























Reaction Attacks

Assume the packet to be decrypted is a TCP packet
Do not need connection to the Internet
Use the fact: TCP checksum invalid => silently dropped

But if the TCP checksum on the modified packet is correct,
ACK

We can iteratively modify a packet and check if the TCP
checksum valid

Possible to make the TCP checksum valid or invalid exactly
when any given bit of the plaintext message is 0 or 1

So each time we check the reaction of the recipient to a
modified packet, we learn one more bit of the plaintext












o Temporal Key Integrity Protocol (TKIP) constraints:

o Allow deployed systems to be software or firmware
upgradeable (most systems implement WEP in HW));

o0 Allow the current WEP hardware implementation to remain
unchanged

o Minimize performance degradation imposed by the fixes.

o TKIP wraps WEP in three new elements:

0 A message integrity code (MIC), called Michael, to defeat
forgeries;

0 A packet sequencing discipline, to defeat replay attacks;
0 A per-packet key mixing function, to prevent FMS attacks.

o TKIP mandates fresh keys. The IEEE 802.1X key
management scheme provides fresh keys.



o WEP designers selected well-regarded algorithms, such
as RC4

o0 But used them in insecure ways

0 The lesson is that security protocol design is very difficult

o best performed with an abundance of caution,

O supported by experienced cryptographers and security
protocol designers

0 and tools!




IEEE 802.1X Security

Properties

0 Support flexible security framework based on EAP (RFC
2284) and RADIUS

o0 Enable plug-in of new authentication, key management
methods without changing NIC or Access Point

0 Enables customers to choose their own security solution

o Can implement the latest, most sophisticated
authentication and key management techniques with
modest hardware

0 Enables rapid response to security issues
0 Per-session key distribution






The Extensible Authentication Protocol

Application Layer
Transport Layer




[EEE 802.1X EAP/Radius
Conversation

e
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Port connect ﬂ % | ! |

"Access blocked
















Certificate,
\\CA1II

\\CAllI










Relying on a trusted/local copy of the root certificate:

prove by induction : Issuer the claimed PubKey,
trustworthy.
Check Lifetime, Policies and Revocation Lists







UCTTime: YYMMDD

Generalized Time: YYYYMMDD

subject alternate names

IP addr







Problems:

Issuer does not only check your identity,
it also checks what you are allowed

Size of cert (say, in wireless applications)
Do not need all extensions always

More extensions => faster .to revocate




Generalized Time: YYYYMMDD

Base Certificate
Issuer
Serial Nr.
Attributes













0 X.509vM&iI%eisSaraneEﬂdoEﬁIE.btth?as
S/MIME, TLS and IKE, when authentication requires

public keys.
(End Entity = Natural Person)

0 When two routers or security gateways or servers, etc.
wish to communicate, they exchange certificates to prove
their identity

o thus removing the need to manually exchange public keys
or shared keys with each peer

o End Entity = Router, Printer, Gateway, Server, Device

0 The certificate provides the equivalent of a digital ID card to
each device.



Registration

"out-of- )
band, Authority
Ioa?g
7 initial registration . g- -
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O/? y key pair recovery AI._It_ho_rlty
GHSR: certificate update key cross-certification
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X.509 certificates R















Version = 1 (“2")
Serial Number
Signature AlgoID
Issuer

Date (+Time)
NextUpdate (Time)

Revoked Certificates

CRL Extensions




Certificate
Serial Nr.

RevocationDate

Extensions

Certificate
Serial Nr.

RevocationDate

Extensions

























Application
Handshake

TLS













TLS Overview

0 Before sending application data, both parties exchange
finished messages to confirm all details of HAndshake

and to check that cleartext parts of messages have not
been altered.

o A full handshake is not always necessary. At some later
time, A can resume a session by quoting an old session
identifier along with a fresh nonce. If B is willing to
resume the designated session, then he replies with a
fresh nonce. Both parties compute fresh session keys
from these nonces and the stored master-secret, M.

0 Both sides confirm this shorter run using finished
messages.


















The TLS Handshake Protocol

0 According to the TLS specification, client hello does not
mention the client's name. But server needs to know
where the request comes from; in practice gets this
information from TCP. That it is not protected and could
be altered by an intruder.

o0 The master secret is hashed into a sequence of bytes,
which are assigned to the MAC secrets, keys, and non-
export 1Vs required by the current connection state:

0 a client write MAC secret,
O a server write MAC secret,
0 a client write key,

O a server write key,

o a client write 1V, and

O a server write |V
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You have requested a secure
document. The document and any
information you send back are
encrypted for privacy while in transit.

For more information on security,
choose Page Info from the Diew
menu.

|:I]un't Show Hgain]



https://www.somewheresecure.com

Change
Handshake Cipher
Spec
Record Layer

e The Record Layer provides the encapsulation of the upper layer data.
The data is fragmented, optionally compressed, a MAC is appended,
and data and MAC are encrypted. Each transport connection is
assigned to a unique TLS session.




_ Internet Layers, Basics

- Management, Implementation or Design Errors
Designing Correct Protocols: The Avispa contribution
IETF Groups and Activities
Sec Protocols: Kerberos, AAA,

IPsec, IKE, IKEV2, WIlan,

PKI, TLS

- High-level Protocol Spec. Language (hlpsl): Syntax,
| Semantics, Goals, Examples



secure secure
sender receiver







Set of vars V={x,x1,x2,x3,y,y1, ...} called state variables
(each of a determined type),
construct a copy of them called primed variables
{xx1y", ...}

FOL predicates with free vars in V are called state predicates
and predicates with free vars in V united V' are called
transition predicates

St pred, tr pred
(x=y=0) is a state predicate
! < ! < ) + :




Transition predicates of the form
(t(x) # t(x") ) A N(x,x') where x is a tuple of variables
are called events. Events exclude stuttering (x=x")

Xx'=x+1 is not an event (syntactical criteria) but it excludes
stuttering. It is equivalent to the event

X#FX A X=X+1
Note that the disjunction of events is wlog also an event
rewirting:
(t(x) # t(x") ) A N(X,X") ) v ( s(x) #s(X') ) A M(x,X') )
: V(% X'

X X A (N



A TLA formula in normal form is:

3... st_pred A o ((event = tr_pred) A (event = tr_pred) A

...)
Our hlpsl is close to this TLA form

Note: conjunction of TLA normal forms is (wlog) normal form

Conjuction is parallel composition of modules (roles)!

Two types of variables:

flexible variables (state of the system)



V={x,y}
Let Prg(x) = (x=0) A O (X'#X = x'=x+1)
Then the following traces are in Tr(Prg):
(0,3), (0,4), (0,5), (0,6), (0,7), ...
(0,3), (1,4), (2,5), (3,6), (4,7), ...
(0,0), (1,1), (2,2), (3,3), (4,4), ...
(0,0), (0,1), (1,2), (1,3), (2,4), ...
If a TLA program talks about variable x only, it does not say anything about
variable y.
All traces of Prg are generated by the following "symbolic trace":
(0,%), (1,%), (2,%), (3,%), (4,7), ...
by:
take a prefix (including all)
introduce any number of x-stuttering steps,
repeat (x0,*) any number of times (even infinite)
replace the do-not-cares "*" by any values of y



Prg(x) = (x=0) A O (X'#X = x'=x+1)
Using a signal “Trigg”:
Role Prg(Trigg,x) :=
Owns X
Initx =0

Trans
Trigg = X' =x+1

The var x is modified only by Prg, but it
may seen outside.



V={x,y}
Let Prg(x) = (x=0) A O (X'#¥X = X'=x+1)
Let New(x,y) := Prg(x) A Prg(y)
Exercise: What are the traces of this program?




V={sec:{0,...59} ,min :{0,...59},hr :{0,...11} }

Sec := (sec'#sec), etc. Events
Clock:=AABAC

A = (sec

B := (min

Chr = 0)

0) AO (A Sec = sec’ = sec +1 (mod 60)
A Sec A sec’ = 0 = Min)

0 A0 (A Min = min’ = min +1 (mod 60)
A Min A min’ = 0 = Hr)

AO(C Hr = hr’ = hr +1 (mod 12))




Clock: =AABAC

Role A(Sec,sec,Min) :=

Init sec = 0

Trans Sec = sec’ = sec +1 (mod 60)
Sec A sec’ = 0 = Min




Who owns the minutes?
Separate Min + min, etc
Redefine Min :=v_Min’ #v_Min

Role A(Sec,sec,Min)

owns sec, Min
Init sec = 0

Trans Sec = sec’
Sec A sec’




role A (p; v, channels: channel
(dy|secure|otal..) ) :=

end role




role Basic_Role () :=
owns {06: o}
local {g}
init Init
accepts Accept
transition
eventl = actionl
event2 = action?2

end role

eventl vevent2 v.. %% This is also an event!

Init

Accept(A) A Accept(B) A Accept

v {eventi | x’ ocurrs in actioni (or in a LHS channel val)}
Trigg(Basic_Role) A (eventl = actionl) A (event2 = action2) s..
Je{litro [ (eventl = actionl) A (event2 = action2) a..
A(n_(B€®) 040 = Mod(O,Basic_Role)) ] }

Trigg(Basic_Role)
Init(Basic_Role)
Accept(Basic_Role):
Mod(x,Basic_Role)
Step(Basic_Role)
TLA(Basic_Role)




role A () :=

owns {06: o}

Tocal {¢}

init Init

accepts Accept

transition
eventl = actionl
event2 = action?2

end role

Trigg(A) := eventl vevent2 v.. %% This is also an event!
Init(A) = Init
Accept(A) := Accept

Mod (x,A)
Step(A)
TLACA)

v {eventi | X’ ocurrs in actioni (or in a LHS channel val)}
Trigg(A) A (eventl = actionl) A (event2 = action2) s...
Je{lnit Ao [ (eventl = actionl) A (event2 = action2) a...
A(A_(Be®) 020 = Mod(0,A)) ] }



role A () :=

owns {06: o}

Tocal {¢}

init Init

accepts Accept

transition
eventl = actionl
event2 = action?2

end role

Trigg(A) eventl v event2 v .. %% Also event!
Init(A) := Init
Accept(A) := Accept

Mod(x,A) := v {eventi | x’ ocurrs in actioni

(or in a LHS channel val)}
Step(A) := Trigg(A) A

(eventl = actionl) A (event2 = action2) A ..
TLA(A) = Jd e { Init A O [

Trigg(A) = Step(A)
A (A _(BeB) B'= B = Mod(B,A)) ] }

Note:
Step(A) = (eventl A actionl) v (event2 A action2) v ..

TLACA) = 1 € { Init A~ O [
(eventl = actionl) A (event2 = action2) A ..

A (A _(BeB) B'= B = Mod(6,A)) 1 }




A ® B = Composition(A,B):
Parallel, Sequential (+taking ownership, hiding)

IF-Programs <« hlpsl-Programs —  TLA-Formulas
IF(A) , IF (B) <« A, B — TLACA) , TLA(B)
\ \ \

IF(A) ® IF (B) <« A ® B - TLACA) e TLA(B)

For Parallel composition:
TLACA) o TLA(B) = TLA(A) A TLA(B) A extra_glue (for ownnership)



A ® B = Composition(A,B):
Parallel, Sequential (+taking ownership, hiding)

flatten: hlpsl-Programs — hlpsl-Programs

For basic roles: flatten(A) = A

For composed roles: flatten(A ® B) = arrange(flatten(A),flatten(B))




owns {06:0}
Tocal {¢}
init Init
accepts Accept
A AB
end role

Trigg(Par_Role)
Init(Par_Role)
Accept(Par_Role)
Mod(x,Par_Role)
TLA(Par_Role)

role Par_Role ( parameters; variables, channels)

% Parallel Composition of A and B

Trigg(A) v Trigg(B)

Init(A) A Init(B) A Init

Accept(A) A Accept(B) A Accept

Mod(x,A) v Mod(x,B)

1 e { Init A A A B

AO[ (A _(Bed) 6= 6 = Mod(6, Par_Role)) ] }




role Seq_Role ( parameters; variables, channels) := %Sequential Composition of A and B
owns {06:0}
Tocal {¢}
init Init
accepts Accept
A ; B
end role

Trigg(Seq_Role) := (flag = 0 A Trigg(A)) v (flag =1 A Trigg(B))
Init(Seqg_Role) := flag = 0 A Init(A) A Init
Accept(Seq_Role) := Accept(B) A Accept
Mod(x,Seqg_Role) (flag = 0 A Mod(x,A)) v (flag =1 A Mod(x,B))
TLA(Seg_Role) 1 e,flag {Init(Seq_Role)
A O [(Trigg(A) =flag=0) A (Trigg(B) =flag=1)
(flag' = flag => flag' =1
A Accept_A’
A Init_B')






role Initiator(a,B, PK: agent -> public_key; SND, RCV: channel (dy)) :=
exists st:{0,1,2}, Na:text (fresh), Nb:text
init St=0
transition
St=0 A RCV(start) = St'=1 A SND({Na'}PK(B))
St=1 A RCV({Nb'}PK(A)) = St'=2 A secret(hash(Na,Nb’))
goal
secrecy % of hash(Na,Nb)
end goal
end role

role Responder(a,B, PK: agent -> public_key; SND, RCV: channel (dy)) :=
exists st:{0,1,2}, Na:text, Nb:text (fresh)
init St=0
transition
St=0 A RCV({Na'}PK(B)) = St'=1] A SND({Nb'}PK(A)) A secret(hash(Na’,Nb’))
goal secrecy end goal
end role

Explicit secrecy goals



role Alice (A,B: agent,
Ka, Kb: public_key,
SND,RCV: channel (dy)) played_by A def=
exists State : nat, Na : text (fresh), Nb: text
init State=0
knowledge(A) = { inv(Ka) }
transition
stepl. State=0 /\ RCv(start) =|> State'=1 /\ SND({Na'.A}Kb)
step2. State=1 /\ RCV({Na.Nb'}Ka) =|> State'=2 /\ SND({Nb'}Kb)
end role

played_by
knowledge
start message to signal an initiator that he should start
stepl and step2 are merely Tlabels



role Bob(A: agent,

Ka, Kb: public_key,

SND,RCV: channel (dy)) played_by B def=
exists State : nat, Na: text, Nb: text (fresh)
init State=0
knowledge(B) = { inv(Kb) }
transition

stepl. State=0 /\ RCV({Na'.A}Kb)
=|> State'=1l /\ SND({Na.Nb'}Ka)
step2. State=1 /\ RCV({Nb}kKka)
=|> State'=2
end role



role NSPK(S,R: agent -> channel (dy),
Instances: (agent,agent, public_key,public_key) set) def=
exists A, B: agent, Ka, Kb: public_key
composition
/\_{in((A,B,Ka,Kb) ,Instances)}
Alice(A,B,Ka,Kb,S(A),R(A))
/\ Bob(A,B,Ka,Kb,S(B),R(B))

end role




role Environment() def=
composition

NSPK([(a,s_a),(b,s_b)], % S
[(a,r_a),(b,r_b)], % R
[(a,b,ka,kb), (a,i,ka,ki)]) % Instances

end role
goal

Alice weakly authenticates Bob on Nb
Bob weakly authenticates Alice on Na
secrecy of Na, Nb

end goal



1. A->B: {NA}K(B)

2. B->A: {NB}k(A)

Agents will use h(NA,NB) as shared key.

The authentication goals

o) A authenticates B on NB (or on (NA,NB))
and

o) B authenticates Aon NA (or on (NA,NB))

are trivially violated:

1. i(a) -> B: {X}k(B)

2. B->i(a): {nb}k(A)

Now B believes (X,nb) is the shared key between a and him, while a is not even
present.

o0 Not a "real" attack:

o intruder does not find out the nonce nb
O and can never use the shared key




Share

Also execution of B is stuck: nobody except B knows the
shared key, nobody can send messages with this key.

Same problem with the first-phase of IKE: intruder can play a
MiM, but can not find out the key and the protocol
execution is stuck, no second-phase protocol can be
executed.

Protocol does not satisfy the authenticate goal:

o when B receives the first message of the protocol, he can
not be sure that it actually comes from A.

A must prove her presence by sending a message encrypted
with the key h(NA,NB).



See this part of protocol as a challenge, add the response:

1. A->B: {NAJK(B)
2. B->A: {NBk(A)

3. A->B: {0,.}h(NA,NB)
4. B->A:{1,.}h(NA,NB)

‘0”7, “1” inserted to distinguish the two messages
then intruder can not simply reflect this message 3 from A

back to A

New goals:
o A authenticates B on NA,NB,MA
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_ Internet Layers, Basics

- Management, Implementation or Design Errors
Designing Correct Protocols: The Avispa contribution
IETF Groups and Activities
Sec Protocols: Kerberos, AAA,

IPsec, IKE, IKEV2, WIlan,

PKI, TLS

- High-level Protocol Spec. Language (hlpsl): Syntax, Semantics,
Goals, Examples



[P mobility

o MN moves from one |IP address to another
O moves between network coverage areas or media types,
o its logical point of network access changes, or
0 a whole subnetwork moves (not covered in MobilelP).
0 Mobility protocols
O maintain existing connections over location changes
0 ensure that MN can be reached at its new location.

o Location management = mechanism for informing other
nodes about MN's current address. Approaches:
O a directory service where MN's location is maintained or

o direct notifications to the nodes that need to know about the
new location.



ome Domai

Two addresses:
e HOA: home address (fixed: to identify MN)
e CoA: care-of address (to locate MN)
that changes at each new pt of attachment.
How are such ,Bindings"™ created / modified?




Triangular Routing
Binding Update (BU):
Route optimization




Attacker may redirect the traffic:
MiM
DoS (starving, flodding, boming)




Routing prefix § MAC Address




Mobile IPv6

o MN is identified by a home IP address (HOA)

o IP addresses in MIPv6 can identify either a node or a
location on the network, or both.

0 Home agent (HA, a router)
0 acts as MN's trusted agent and

o forwards IP packets between MN's correspondent nodes
(CN) and its current location, the care-of address (CoA)

o The MIPv6 protocol also includes a location management
mechanism called binding update (BU).

0 MN can send BUs to CN and HA to notify them about the
new location so that they can communicate directly

o MN may also be triggered to sending a BU when it
receives a packet from a new CN via HA.






o Misinform CN about MN'’s location

o0 Redirect packets intended for MN
0 compromise of secrecy and integrity
0 denial-of service (MN unable to communicate).

o Attacker sending bogus BUs may use own address as

CoA, impersonating MN.
o highjack connections between MN and its CNs or

O Oopen new ones.
0 Or redirect packets to a random or non-existent CoA
(DOS).
o MN has to send a new BU every few minutes to refresh the
binding cache entry at CN.

0 the attacker can make any node believe that any other










Cryptographically
o Take last 64 @R eabe ehhd dressasentiier) as
one-way hash of a P ns \ts location information
with the correspondin }Z&GA@ and sends the PK along
with the data.

o0 The recipient hashes the public key and compares HAsh to
the address before verifying the signature on the location
data.

0 Used without any trusted third parties, PKI, or other global
infrastructure.

0 Weakness: at most 64 bits of the IP address can be used
for Hash. Perhaps brute force attack will become possible
during the lifetime of MoblPVG6.



o0 Strong signature key generation expensive, but weak
signhature keys may be used.

o0 Advances in storage technology may enable the attacker
to create a large enough database for finding matching
keys at high probability.

0 CGA do not stop the attacker from inventing new false
addresses with an arbitrary routing prefix. The attacker can
generate a public key and a matching IP address in any
network. Thus CGA addresses prevent some packet-
flooding attacks against individual addresses but not
against entire networks.

o) Publlc key protocols (mcludlng CGA) are computationally







0 Reasonable: very few Internet nodes can listen to or modify
packets on the right routers to mount an attack against a given
connection.

o0 At most 10-20 routers see the secret keys for a specific connection
0 Not secure in the classical sense
o0 But much better than unauthenticated situation.

o0 HA and CN are typically located on the wired network and
communication is relatively secure compared to the packets to
and from a wireless MN.

o An attacker between MN at home and a CN can mount equally
damaging attacks

o Recall that the goal is to address the additional threats created by
mobility
0 Weaker than CGA







o0 MN sends a session key insecurely to CN at the beginning
of their correspondence and the key is used to
authenticate subsequent BUs, no safe route.

0 Attacker can send false key before the MN sends the key

0 Need a recovery mechanism for situations where MN or CN
loses its state; attacker can exploit this mechanism

o0 Attacker can trigger the BU protocol at any time by sending to
MN's home address a spoofed packet that appears to come
from CN




A way of limiting the number of potential attackers.
o A gateway router or firewall
0 checks the source addresses of outgoing packets

o0 drops ones that do not originate from the network

o0 Prevents nodes on the network from sending spoofed packets that claim to
come from other networks

Since MN's new address in a MIPv6 BU is usually sent in the source address

field of the IP packet header, ingress filtering limits the choice of false
addresses.

There are, however, two well-known weaknesses:

o0 Ingress filtering must be applied on the attacker's local network; on the
target network it makes no difference.

o MIPv6 specifies an alternative mechanism (Alternative CoA sub-option)
that can be used for sending a false CoA without source spoofing.




Authentication does not prevent the attacker from lying
about its own location.

o Attacker acts as MN, sends false location data to CNs
and get them to send traffic to an arbitrary |P address.

o It first subscribes to a data stream (e.g. a video stream

from a public web site) and then redirects this to the
target address.

0 Bomb any Internet node or network with excessive
amounts of data.

o0 Attack an entire network by redirecting data to a nonexistent
address and congesting the link toward the network.

o0 The attacker may even be able to spoof the (say TCP)
acknowledgements




o0 The attacker performs the TCP handshake itself and thus knows the initial
sequence numbers. After redirecting the data to the target, it suffices to send
one spoofed ack per TCP window to CN.

o TCP provides some protection against this attack:

o If the target address belongs to a real node, it will respond with TCP Reset,
which prompts CN to close the connection.

o If target is a non-existent address, the target network may send ICMP
Destination Unreachable messages. Not all networks send this latter kind
of error messages.

o0 The attack is not specific to MIPv6:

0 Dynamic updates are made to Secure DNS, there is no requirement or
mechanism for verifying that the registered IP addresses are true.

o ICMP Redirect messages enable a similar attack on the scale of a local
network. We expect there to be other protocols with the same type of
vulnerability.













0 Expiry of a binding cache
o0 Deleting the cache entry means that MN's new address defaults to the HOA
, but since MN may have become unreachable, it is not always possible to
test RR for the new address.

0 One solution:
o mark the cache entry as invalid and
o0 stop sending data to MN until the RR test succeeds

o0 Then some cache entries are never deleted.
o Alternative: additional RR test for the HoA during every BU
o Invariant: a successful RR test for the HoA has been performed recently
o0 When the cache entry needs to be deleted, it can be deleted immediately
o BU cancellation, expiring cache entry, or failing BU authentication
o This limits bombing-attack targets to networks where attacker has recently
visited.










o When a MIPv6 MN receives an |IP packet from a new CN
via its home network, it may automatically send a BU to
CN.

o0 The attacker can exploit this by sending MN spoofed IP
packets (e.g. ping or TCP SYN packets) that appear to
come from different CN addresses.

o The attacker will automatically start the BU protocol with
all these CNs.

o If CN addresses are real addresses of existing IP nodes,
most instances of the BU protocol will complete
successfully. The entries created into the binding caches
are useless.

o0 This way, the attacker can induce MN or CN to execute




0 Reflection: Attacker sends data to other nodes and tricks them into sending the same
number, or more (amplification), packets to the target.

0 Possible even when ingress filtering prevents source address spoofing.

o0 The location management protocols could also be used for reflection. For example, CN
in Figure responds to the initial packet by sending two packets to MN (one to the HOA
and one to the new address).

o If public-key authentication is used, the packets sent by CN may be significantly
larger than the one that triggers them.




o0 ldea: delay committing one's resources until other party has shown its honesty
o0 Require first a weaker authentication, such as a RR, before expensive computation.
o Making the protocol parties stateless:
o0 usually only the responder can be stateless,
O not clear which party initiates the BU process and which one responds.
o MN normally initiates the authentication,

o this may be triggered by a packet belonging to another protocol that arrived from CN via
HA.

o0 Moreover, if a packet sent by CN triggers a BU, CN's IP layer does not know that this was
the case because the IP layer is stateless and does not maintain a history of sent packets.

o Make CN stateless until the BU has been authenticated.

o0 One way in which CN can remain stateless is to derive a values Ka using a one-way
function from a secret value N known only by CN and a value dependent on the MN:

o0 CN uses the same value of N for all MNs.

o It can discard Ka because it can recompute the values after receiving the final
message.

0 CN generates a new secret Ni periodically.




Used to protect against resource-exhaustion attacks.

A server requires its clients to solve a puzzle, e.g. bruteforce search for some
input bits of a one-way function, before committing its own resources to the
protocol.

The server can adjust the difficulty of the puzzles according to its load.

Solving the puzzle creates a small cost for each protocol invocation, which
makes flooding attacks expensive but has little effect on honest nodes.

Drawbacks:

o IP layer does not know which node is the server (i.e. the respondent)

0 MNs often have limited processor and battery capacity while an attacker
pretending to be a MN is likely to have much more computational
resources

The puzzle protocols work well only when all clients have approximately
equal processing power










How does MN obtain its
CoA?

0 IPv6 stateless address autoconfiguration used to obtain

an IPv6 address for MN.

0 Host combines tentative interface identifier with link-local
address prefix and probes address with a Neighbor
Solicitation message.

o If another host is already using this address then he
sends a Neighbor Advertisement message.

o An intruder can use this protocol exchange for a DoS
attack.

o IETF Send WG tries to solve this problem.
o Stateful address autoconfiguration (DHCP)



Home Network

Data Flow without Route
Optimization










Home Network

Data Flow without Route
Optimization




o0 To enable route optimization
— BU must be sent to CN

o Consequences:
o0 Security Association between MN-CN required
Previously suggested: IPsec (together with IKE)

IPsec does not address mobility specific problems; IKE is computationally
expensive;

Public key infrastructure not available

Protection of BU difficult
= |IPSec policies too coarse grained

CN has to run many IKE exchanges
CN has to store a large number of SAs

Vulnerability against active attackers may be acceptable
= Unauthenticated key agreement/key transport
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o Authorization: Is a particular entity able to pay for the requested resources?
o Which resource?

o Certain services

o0 Specific QoS

o Amount of time being online

o Data volume transmitted/received

o Goal:

o 1) Establishing a financial settlement

o0 2) Prevent unauthorized nodes from gaining access to resources
o Two basic models for (1):

0 Subscription-based Architecture

o0 Alternative Access Architecture
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PANA Framework

AAA

Interaction

e LSSV et M v L Y WS S S e s T s

Note that some protocol interactions are optional.
Terminology: http://www.ietf.org/internet-drafts/draft-ietf-pana-requirements-05.txt


http://www.ietf.org/internet-drafts/draft-ietf-pana-requirements-05.txt




PANAIETF WG:
o0 http://www.ietf.org/html.charters/pana-charter.html
WLAN Security:

o0 Fluhrer, Mantin, Shamir: "Weaknesses in the Key Scheduling Algorithm of

RC4"
(see http://citeseer.nj.nec.com/fluhrer01weaknesses.html)

EAP IETF WG:

o0 http://www.ietf.org/html.charters/eap-charter.html
AAA IETF WG:

o0 http://www.ietf.org/html.charters/aaa-charter.html
PPPEXT IETF WG:

o http://www.ietf.org/html.charters/pppext-charter.html
Airsnort Software:

o http://airsnort.shmoo.com/



http://www.ietf.org/html.charters/pana-charter.html
http://citeseer.nj.nec.com/fluhrer01weaknesses.html)
http://www.ietf.org/html.charters/eap-charter.html
http://www.ietf.org/html.charters/aaa-charter.html
http://www.ietf.org/html.charters/pppext-charter.html
http://airsnort.shmoo.com/
http://www.open1x.org



http://www.freeswan.org/)
http://www.ietf.org/html.charters/ipsec-charter.html
http://www.irrigacion.gov.ar/juanjo/ipsec/
http://www.ipv6.iabg.de
http://www.netbsd.org/Documentation/network/ipsec/)



http://www.ietf.org/html.charters/krb-wg-charter.html
http://www.ietf.org/html.charters/kink-charter.html
http://www.ietf.org/rfc/rfc1510.txt
http://web.mit.edu/kerberos/www/



http://www.ietf.org/html.charters/mobileip-charter.html
http://www.ietf.org/html.charters/aaa-charter.html
http://www.ietf.org/html.charters/seamoby-charter.html
http://www-nrc.nokia.com/sua/irtf-mm-rr/IRTF-mm-rr.htm



http://homebase.htt-consult.com/~hip/draft-moskowitz-hip-05.txt
http://homebase.htt-consult.com/~hip/draft-moskowitz-hip-impl-01.txt
http://homebase.htt-consult.com/~hip/draft-moskowitz-hip-arch-02.txt
http://gaijin.iki.fi/hipl/

