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Chapter i = Intreduction

The art offwar teaches us to rely not en'the
likeliheod ofithe enemy’s noet coming, but
0N U oWNn readiness to receive nim; not
on the chance ofihis not attacking, but
[ather on the fact that We have made our
position unassailable.

—[lhe Art.ofi\War,; Sun' lizu



Background

Infermation Security. reguirements have changed
N recent times

traditionally: proevided by physical and
administrative mechanisms

computer Use requires automated tools to
protect files and ether stered mfermation

use of netwoerks and communications links
[eguires measures to protect data durning
transmission



Definitions

Computer. Security - generic name for the
collection of toels designed to protect data and
te thwart hackers

Networki Security - measures to protect data
during thelr transmission

Internet Security - measures to protect data
during their transmission ever a collection of
iInterconnected networks



AIM O COUrSE

OUIFfOCUS IS 0N INternet Security.

Which consists of measures to deter,
prevent, detect, and correct security
violations that invelve the transmission &
sterage of Infermation




SECURY IIENAS

sophisticated command and control

increase in worms
anti-forensic techniques
home users targeted
Intruder DDoS attacks
Knowledge distributed attack tools

increase in wide-scale Trojan horse distribution
email propagation of malicious code

Yindows-based remote controllable Trojans (back office)

stealth"/advanced scanning technigues widespread attacks on

widespréag attacks using DNS infrastructure
MNTP to distribute attack techniques to analyze code
for vuls without source
‘ executable code attacks (agains browsers)

witdespread DoS attacks
automated widespread attacks

GUI intruder tools
automated probes/scans

hijacking sessions
packet spoofing
sniffers
Internet social engineering attacks

phistication

Knowledge Low
1090 1991 1992 1993 1994 1995 1996 1997 1998 1999 2000 2001

Source: CERT




OS] SecUlty ArChitecture

ITU-T X.800 “Security Architecture for OSI”

defines a systematic way ofi defining and
Providing Security reguirements

for us it provides a useful, It abstract,
OVenview oficoncepts we will study.




ASPECLS Off SECUTILY.

consider 3 aspects of Information security:
o SECUrity attack

o SECUNItY, mechanism

o SECUNItY SENVICE



Secunty Attack

any action that compremises the security. of
Infeormation ewned by an erganization

Infermation Security Is about hew. te prevent
attacks, or failing that, to detect attacks on
Infermation-based systems

often threat & attack used te mean same thing
have a wide range of attacks

can fecUS Ofi ENETNIC tYPES Ofi attacks
s PASSIVE
o active



Rassive Attacks

read contents of
message from Bob
to Alice




Active Attacks

Capture message from
Bob to Alice; later
replay message to Alice

Internet or
other comms facility




SECUNILY SENVICE

enhance security of data processing systems
and infermation transfers ofian erganization

Intended to counter security: attacks
USING GNE Gr MOore Security: mechanisms
often replicates functions nermally associatead

with physical decuments

which, fer example, have signatures, dates; need
protection frem disclesure, tampering, or
destruction; e netarzed or WItheESSEd: e
[ecorded orlicensed



SECUNILY, SENVICES

), $r210]0);

“a service provided by a protocol layer of
communicating open systems, Which ensures
adeguate security: of the systems or of data
transters

REC 2828:

"2 PrecessIng or communication SErVIGe
previded By a system te give a specific Kind of
pretection e system resournces:



SECUY SEVICES (X800)

Authentication - assurance that the
communicating entity IS the one claimea

ACCess Control - prevention ofi the
unauthoerized use of a resoeurce

Data Confidentiality. —proetection of data from
Unauthorized disclosure

Data Integrity - assurance that data received IS
as Sent by an authernized entity

Non-Repudiation - pretection against denial vy
ORE Of the parties In a communication



Secunty: Mechanism

feature designed to detect, prevent, or
[ECOVeEr from a security attack

no single mechanism that will support all
SEerVIGEeS reguired

hoewever ene particular element underlies
many. of the security mechanisms In Use:

o Chyptographic technigues
Nence our fecus on this tepic



Secunty:Mechanisms: (OX.800)

SPECIfIC Security: mechanisms:

o ENcipnerment, digital signatures, access
controels, data integrity, authentication
exchange, traffic padding, routing control,
notarzation

PENRVasIVe security: mechanisms:

o trusted functionality, security labels, event
detection, Security: audit trails; Securty.
[ECOVELY



VMIeAEl Tor NEtWRIKESECUTILY.

Trusted third party
(e.g., arbiter, distributer
ol secret inlt’ﬂrmatiﬂn}

Sender Recipient

Security-related Information Security-related

" transformation % b J Channel <l transformation "

] 1 — O— ]
Secret Secret

information information

Opponent




VMIeAEl Tor NEtWRIKESECUTILY.

UsSing this moedel requires us to:

. design a suitable algorthm for the security
transiormation

>, generate the secret information (keys) used
Py the algoenthm

s develop methods to distribute and share the
Secret nformation

s, SPECIfy a pretecol enabling the principals te
USe the transfermation and Secret
INfermMatien for a SeECUrity, SENICE



Moedel for Networki AGCCEessS
Secunty

[nformation System

Computing resources
Opponent (processor, memory, 1/0)

—human (e.g., cracker) Data
(e, virus, worm)

Processes

Access Channel — Gatekeeper | gofpware

function
Internal security controls




Moedel for Networki AGCCEessS
Secunty

UsSing this moedel requires us to:

. Select appropriate gatekeeper functions to
identify: users

>, Implement security. controls te ensure only.
authorised users access designated
Infermation or reseurces

trusted computer systems may. be useful
(o help Implement this model



SUmmeany

have considered:

o definitions for:
computer, network, Internet Security

X.800 standard
Security. attacks, services, mechanisms

models for network (access) security.



